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ABOUT THIS DECK

▸ Sylva WG03 analysed the EUCS requirements from the ENISA EUCS 
draft from December 2020 [1]

▸ Each EUCS requirement has been analysed to check whether it was 
related to the Sylva software stack or not

▸ For each relevant requirement, one (or more) Sylva feature was (were) 
identified

▸ During the F2F meeting, we agreed to release a blog post to share the 
main outcome of this analysis

▸ This deck is trying to summarise this outcome

[1] https://www.enisa.europa.eu/publications/eucs-cloud-service-scheme

https://www.enisa.europa.eu/publications/eucs-cloud-service-scheme
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EXECUTIVE SUMMARY - OUTCOME BY THE NUMBERS

▸ 534 requirements reviewed 
▸ 109 requirements where one or more Sylva features identified

･ 85 requirements with a single feature identified
･ 24 requirements with multiple features identified

▸ 61 features identified
･ 39 unique features covering the 85 requirements
･ 43 unique features covering the 24 requirements
･ 21 common features 



EUCS Requirements
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EUCS REQUIREMENTS

▸ WG03 analysed also the category 20 even if there is a note that some 
of the PSS requirements have been moved to other categories

▸ We should decide if we report our analysis for 19 or 20 categories
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EUCS ASSURANCE LEVELS

▸ EUCS assurance levels are described on page 82

▸ Requirements labelled Basic apply to all assurance levels
▸ Requirements labelled Substantial apply to levels Substantial and 

High
▸ Requirements labelled High only apply to level High
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EUCS CATEGORIES & EUCS REQUIREMENTS PER ASSURANCE LEVEL
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EUCS REQUIREMENTS PER ASSURANCE LEVEL

Assurance 
Level

# Requirements % Cumulative 
Requirements

%

Basic 219 41% 219 41%

Substantial 128 24% 347 65%

High 187 35% 534 100%

Total 534 100% N/A N/A

20 CATEGORIES
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EUCS REQUIREMENTS PER ASSURANCE LEVEL

Assurance 
Level

# Requirements % Cumulative 
Requirements

%

Basic 214 41,3% 214 41,3%

Substantial 126 24,3% 340 65.6%

High 178 34,4% 518 100%

Total 518 100% N/A N/A

19 CATEGORIES



Sylva Features identified 
from EUCS Analysis
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EUCS REQUIREMENTS WITH AT LEAST ONE SYLVA FEATURE WAS IDENTIFIED
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EUCS REQUIREMENTS WITH MULTIPLE SYLVA FEATURES IDENTIFIED
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EXECUTIVE SUMMARY - IDENTIFIED FEATURES

Feature Category Feature Category Description Amount of features 
identified

Amount of requirements 
covered by these features

AM Asset Management 5 13

CKM Cryptography and Key Management 9 16

DOC Documentation 1 2

GEN Generic ? 1 2

IAM Identity and Access Management 13 47

OPS Operational Security 30 73

SEG Segregation 1 1

SIEM Security Information and Event Management 1 3

Total 61 157
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AM - ASSET MANAGEMENT FEATURES
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CKM - CRYPTO & KEY MANAGEMENT FEATURES
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DOC - DOCUMENTATION FEATURES
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GEN - GENERIC (?) FEATURES
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IAM - IDENTITY & ACCESS MANAGEMENT FEATURES
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OPS - OPERATIONAL SECURITY FEATURES



20

SEG - SEGREGATION FEATURES
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SIEM - SECURITY INFORMATION AND EVENT MANAGEMENT FEATURES



22

FEEDBACK RELATED TO FEATURE ANALYSIS

▸ Not consistent feature naming e.g. -01 and -1
▸ Some features are not found or mapped to a requirement
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SOME FEATURES ARE NOT FOUND OR MAPPED TO ANY EUCS REQUIREMENT

NOT FOUND

NOT MAPPED
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Percentage of requirements per category 
for which at least one Sylva feature has been identified

19 CATEGORIES
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Percentage of requirements per category 
for which at least one Sylva feature has been identified

20 CATEGORIES
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